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Executive Summary

This deliverable is written in the framework of WP10 — Ethics requirements of the HERON
project under Grant Agreement No. 955356. The deliverable is about securing the protection
of personal data in the HERON project by assigning a Data Protection Officer (DPO) in each
of the involved host institutions. In this document the participants that are going to be handling
any data were requested to outline the security measures that will implement in order to prevent
any unauthorized access to data or access to the equipment that collects/stores these data. Fur-
thermore, the collectors of personal data were also asked to describe the techniques and proto-
cols that will implement to pseudonymize all collected data so as to mitigate the risk of reveal-
ing any sensitive information and consequently safeguard the rights of data subjects.

The host institution must confirm that it has appointed a Data Protection Officer (DPO) and
the contact details of the DPO are made available to all data subjects involved in the research.
A description of the technical and organizational measures that will be implemented to safe-
guard the rights and freedoms of the data subjects/research participants must be submitted as a
deliverable. In parallel, this document presents detailed information on the informed consent
procedures as well as the pseudonymization techniques, with regards to data processing.



